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Introduction
Brussels Privacy Hub has invited 20 high-level data protection experts from academia, data protection
authorities, EU institutions and NGOs to the workshop. The workshop was chaired by Prof. Dr. Gianclaudio
Malgieri, co-director of the Brussels Privacy Hub. The workshop was organised following the discussions on
defining the lawful basis for social-media related (especially for online targeted or personalised advertising).
The meeting was informal and off the record, and all participants spoke in their personal capacity and not on
behalf of the institutions for which they work to ensure the highest level of transparency and independence. 1
The following summary reflects issues and themes which were brought up during the discussion and which
deserve further consideration. The report has been drafted based on the real-time notes that the Brussels
Privacy Hub team have taken on the spot. The report anonymises the speakers’ identities as the workshop was
organised under the Chatham House rule.

Structure of the Workshop
The workshop was organised into three main chapters, followed by a case study and a debriefing, which
focused on exchanging views and thoughts about the most appropriate lawful bases for personal data
processing in the context of social networks.
This report aims to deliver the main outcomes and discussion points for the three main chapters, as the case
study and the debriefing were extra exercises, departing from the main subheadings of the workshop.
The three main chapters of the workshop were:
1- "Consent vs Legitimate Interest: Which one is the best?",
(One full session focusing on consent, the second focusing on legitimate interest),
2- "Contract: A suitable legal basis?",
3- "Sensitive Data and Vulnerable People".
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More details about the costs coverage can be found on our website at this page:

https://brusselsprivacyhub.com/home/governance/
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Session 1 - "Consent vs Legitimate Interest: Which one is the best?" - (Focus on Consent)
The discussion over consent has shown that the increasing power imbalances between the data controllers
and data subjects continue to challenge the control over personal datasets by data subjects, as well as
possibly hurting the freedom of consent. Some speakers have pointed out the indispensability of online
services in today's life, market dominance and market failures as aggravating factors in existing power
imbalances. The discussion has shaped around the need for technology companies to go beyond what the
GDPR formally requires for consent to be valid, and integrate additional safeguards to mitigate the existing
and growing power imbalances.

•

Opening of the floor. The chair has opened the discussion by referring to Advocate General Rantos
Opinion in Case C-252/21 (Meta Platforms v. Bundeskartellamt), the Irish DPA decision on the
children's data processing, and the Italian DPA decision on the use of legitimate interest as the lawful
basis for personalised advertising (switch to legitimate interest as the lawful ground for this kind of
data processing activities).

•

Discussion facilitators. Facilitators have stated that understanding consent as a lawful basis for data
processing lies in its historic roots, as the neo-liberal theory of the individual takes the rationale
individual as the subject of the consent. It was stated that data protection law similarly wants to
empower the data subject by giving them control over their data. Facilitators have pointed out that
with the rise of the digital economy, consent is a major crossroad whether it became a threat or remains
to be a protective way of handling personal data as control over data has been diminishing for a while.
It was highlighted that as the General Data Protection Regulation (the GDPR) requires consent to be
specific and informed, it creates a direct conflict with the vague nature of the digital economy, which
operates over a complex system of real-time information flow. Consequently, it was argued that
obtaining valid consent in the sense that the GDPR requires is becoming more and more difficult and
there might no longer be a real choice for individuals even if individuals grant consent to data
processing. It was also mentioned the existence of a take-it-or-leave-it approach, which may affect the
validity of consent. It was suggested that a part of the solution can be also found outside consent, by
focusing on safeguards to ensure control for data subjects.
It was stated by the discussion facilitators that the real-life problems over consent and what the law
actually says get mixed up in discussions, leading to an ambiguity of whether the law is the problem
or the real-life practices of data controllers. It has been also stated that Art. 6 GDPR does not provide
a hierarchy between lawful bases, and one should always keep in mind that GDPR has other articles,
focusing on fairness, proportionality, purpose limitation, necessity, and data subject rights.

•

Is Consent privileged? Some participants stated that in his latest opinion, AG Rantos puts consent at
a top place, compared to other lawful bases in the GDPR, which is leading to an implicit privilege of
consent, as the sole choice in the digital economy. It was also pointed out that the latest EU legislation
such as the Digital Markets Act also refers to the notion of GDPR consent for data processing in the
digital economy, implicitly placing consent as a preferred lawful basis in digital environments. Other
participants raised concerns about this approach by stating that the illusion that consent is privileged
over other lawful bases is caused by its civil or contract law legal roots, as consent in these fields is an
enhancer of affirmative legal action. A speaker has suggested that consent in data protection law is an
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authorisation rather than a contractual norm and therefore should be treated differently (in the sense
that it is not privileged over other lawful bases in the GDPR).
•

Power imbalances and Consent. Some speakers pointed out that there are power imbalances between
data controllers and data subjects, as also stated in the latest AG Rantos opinion. However, a new and
key concept has arisen, linking to the indispensability of digital services in daily life, creating another
layer of power imbalance caused by fear of missing out when digital services such as messaging apps,
Wi-Fi logins, social networks are not frequently used by the data subjects. Some participants have
agreed with this argument by stating that most of the digital services offered to data subjects have
become essential facilities for daily professional and private life. It was therefore highlighted that when
people feel obliged to use these services, consent loses its meaning of control over datasets.

•

Competition Law and Consent. It was argued that data protection law needs a quantification of power
to assess the legality of consent and competition law may help, with its vast theoretical knowledge on
defining market power. In this sense, competition law concepts and tools can be useful for this analysis,
considering its more structured approach to market dominance, in order to understand when consent
may qualify to be legal or illegal (i.e., when there is a clear imbalance of power between data subjects
and data controllers). Therefore, it was stated that the monopolistic position of a company matters a
lot when defining whether consent can ever be freely given in the digital economy. One participant
noted that the whole competition law theory has a layered approach to "dominance", leading to stricter
conditions when a company (or undertaking) becomes dominant in a particular market.
It was also stated that in the latest opinion of AG Rantos, defining Meta as a dominant firm is an
understatement as Meta holds a very big part of various markets that are subject to today's discussion.
This layered approach may help data protection law to integrate stricter legality controls and
safeguards when a data subject faces a dominant or a super-dominant data controller. Linked to this,
it was stated that the Digital Markets Act focuses on "gatekeepers", a concept that refers to moredominant stakeholders. It was argued by other speakers that the reference to consent in the Digital
Markets Act shows that the European legislators ignore the power imbalances as even the regulation
which focuses on the most dominant companies relies upon GDPR consent to address or solve the
issues of control over data. It was also mentioned that AG Rantos opinion is another indication that
companies with a big market share over digital services shall go beyond of the minimum legality
standards for valid consent, by integrating additional safeguards to increase transparency, information
flow and control of the data subject with respect to his/her data.

•

Purpose Limitation and Necessity. As stated by the facilitators, some participants have highlighted
that remains crucial to focus on the purpose of the data processing and consent relationship as many
purposes are bundled in a consent request, and some of them might qualify to pass the legitimate
interest balancing test, and some may not. It was also stated that as personalised ads are not necessary
to provide social network services, then consent may be the only option. As consent needs to be
purpose-specific, the speakers have suggested that ensuring purpose-specific consent requests is key
to compliance.

•

The Economic Interest of the Union. Some speakers have suggested also that even though privacyenhancing technologies may help to achieve better control over personal data, the information flow
between data controllers and processors contributes to the economic interest of the European Union,
and the aim should not be to stop this flow. It was further stated that this is not a question of stopping
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or deterring data processing based on consent but ensuring that GDPR principles and provisions such
as purpose limitation and data minimisation are respected as much as possible.

Session 1 - "Consent vs Legitimate Interest: Which one is the best?" - (Focus on Legitimate
Interest)
The discussion on legitimate interest showed that although commercial interests can constitute legitimate
interests, the difference between the goal of maximising profits and the freedom to conduct business shall
be made, as the first would probably not be a valid legitimate interest under the balancing framework of
Article 6(1)(f). It was also frequently argued that the necessity of providing targeted or personalised
advertising on online platforms remains to be debatable. The participants have also referred to the
ambiguities about the definition of legitimate interests, the overly formalistic approach to this lawful basis
and the fragmentation in the EU about its interpretation.

•

Placing legitimate interest among other lawful bases. It was stated by the discussion facilitators that
as in the case of the legitimate interest, the same balancing test takes also place (implicitly) for other
lawful bases. The whole GDPR accountability mechanisms requires that the data controller selects the
lawful basis under Article 6 after an analysis of the possible impact of that choice on the data subject.

•

The definition of the "legitimate interest". It was argued by some speakers that the legitimate
interest is a loophole for information autonomy and control. To put it as an example, different
meanings of "legitimate" and "legal" in different cultures were brought upon. It was suggested that in
order to define what legitimate interest means, one should separate between empirical and normative
legitimacy. It was argued that the GDPR incorporates a more normative approach, meaning that it goes
beyond what people perceive as an accepted norm (empirical). It was also stated that the normative
legitimacy incorporates the legality of the interest but has a wider scope, focusing also on fairness,
accountability and other GDPR norms. However, some speakers have agreed that the interpretation of
what qualifies as legitimate interest is not consistent yet in the EU.

•

Do mere commercial interests qualify as legitimate interests? Some speakers have highlighted that
the Google Spain judgement did not rule commercial interests out as legitimate interests. It was further
stated that the freedom to conduct business activity is protected by the EU Charter of Fundamental
Rights (the Charter), and even the GDPR states direct marketing purposes as a legitimate interest to
be pursued. However, it was also stated that a tendency in academia rejects mere commercial interests
as legitimate interests. It was then argued by some speakers that although commercial interests can
qualify as legitimate interests in principle, there is/will be a limit to maximising profits, and that is
where the legitimate interest balancing act comes to play. It was therefore argued that the right to
conduct business activity does not include the goal of maximising profits, but rather protects the
freedom to pursue profit-based activity within the EU.

•

Necessity. Some speakers argued that the latest Italian DPA decision on the use of legitimate interest
as a lawful basis for processing personal data by TikTok did not fail to prove that commercial interests
are legitimate interests but rather failed the necessity part of the balancing test as personalised ads are
not an indispensable part of the services provided on TikTok. As some speakers affirmed, in the
TikTok decision the Italian DPA did not address the issue of legitimate interest at all, since they just
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acknowledged that the ePrivacy directive applies to TikTok and under that directive there is no other
lawful basis rather than consent. However, this was seen as a missed opportunity to analyse the
lawfulness of choosing legitimate interest as a lawful basis for social networks.
•

Formalistic approach to the legitimate interest. Some participants have pointed out that the
legitimate interest balancing test shall be defined in a clearer way as the existing ambiguity makes it
difficult for the data controllers to comply with the GDPR and other legal norms. Speakers also noted
that although the WP29 has delivered a guideline on the test to be conducted prior to the choice of
legitimate interest as a lawful basis, the process is long and complex and data controllers tend to
diminish it to a "ticking boxes" exercise.
Some speakers emphasised the overly formalistic (and minimalist) approach of some data controllers
to the legitimate interest in general, to the balancing test, and to the list of safeguards adopted. The
speakers agreed upon the need to adopt a more substantial approach to the application of the legitimate
interest framework. Some speakers have argued that the recent discussion of the Dutch DPA and the
European Commission on the nature of the legitimate interest shows that the EU is moving towards
"fragmentation" on the substantive definition of the legitimate interest and if every DPA starts to
follow the Dutch example, the clarity on legitimate interest will further diminish. It was therefore
concluded that the substantive discussion should be conducted following a more centralised approach.

•

Sensitive data and legitimate interest. Some speakers have pointed out that the latest decision by the
European Court of Justice on "inferred datasets" (Case 184/20) that qualify as sensitive data points
under the GDPR, can have huge implications on the use of legitimate interest as a lawful basis for
personalised ads-related data processing. More and more personal data are likely to be sensitive data
under Article 9, due to the technical capabilities of companies to infer sensitive characteristics from
apparently non-sensitive data. Since the CJEU has now clarified that even indirect inferences can
qualify as sensitive, the data processed on social media are more and more to be considered sensitive
data. However, Article 9(2) has only consent (in addition to other very specific cases) as an exception
to the prohibition of processing sensitive data. Accordingly, using legitimate interest as a lawful basis
on social networks is more and more difficult, unless these inferred sensitive data are carefully
extracted from the data processing, which is something considered practically impossible in practice.

•

Right to object and the right to withdraw consent. Some speakers suggested that the choice of
lawful bases should also be analysed from the perspective of data subjects' rights. As the legitimate
interest rules out the right to withdraw consent, it gets harder for data subjects to stop the data
processing relating to their personal data. In addition, even withdrawing consent is usually based on a
take-it-or-leave-it approach: data controllers usually do not design their interfaces in a way that allows
granular withdrawal of consent (you can withdraw from all data processing activities relating to you
or to none of them). Another participant argued that the rights of the data subjects and their
enforcement are independent of the choice of the lawful basis: the discussion on data subjects' rights
should focus on how to make them more operable, regardless of the lawful basis the controller relies
upon.

•

Consent as an additional safeguard over legitimate interest. A speaker suggested that consent can
be seen not only as a lawful basis but also as an additional "safeguard" when another lawful basis is
chosen (e.g., legitimate interest) in order to understand the expectation of subjects and achieve more
awareness. However, some speakers have suggested that adding consent on top of legitimate interest
would make it more complicated for the data subjects to rely on this lawful basis, and therefore this
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option would not constitute a useful practice (the EDPB also remains sceptical about this train of
thought).

Session 2 - "Contract: A suitable legal basis?"
The discussion on the contract has shown that two main issues need to be addressed when assessing the
contract as a legal basis. The first relates to the assessment of contractual necessity, where great attention
must be paid to the false assumption that users' reasonable expectations can be altered by data controllers
in terms and conditions. In particular, competition law could come to the rescue at this stage, also in view
of the power imbalance in the field of social media platforms. The second concerns the need to fairly assess
the legitimacy of the contract since the exchange between data and services should take into account not
only a monetary valuation but also the disadvantages that a new service brings to society.

•

Assessment of the contractual necessity. It was argued that in order to use contractual necessity as a
legal basis, the data controller must assess whether the processing is necessary for the performance of
the contract to which the data subject is adhering. Discussion facilitators stated that there are several
kinds of questions relating to the assessment of contractual necessity. The first one concerns the role
of data protection authorities in deciding whether a contract exists, whether it is valid, and what should
be written in the contract; also, the problem of processing children's data, since in many jurisdictions
children are not able to enter into contracts without parental intervention. An additional challenge
would be to understand what can be considered as an integral part of the performance of the contract
since sometimes contractual terms refer to something that cannot be verified or checked in practice.
Another question concerns what should be considered non-performance of a contract.

•

In the case of a social media offering a personalised service, how could the company measure the
amount of personalisation due to be provided to the user? The idea that Art. 6.1.b GDPR simply states
that whatever is contained in the contract legitimises the processing of personal data has not been
accepted by data protection authorities. On the contrary, it is considered that the wording must be
interpreted in the light of the purpose and context in which it appears, not least because it is often
unilaterally included in the contract, as consumers cannot negotiate such contracts individually.
According to the DPAs, the controller must look at the fundamental and mutually understood the
purpose of the contract, thinking about the expectations of both parties and assessing what would
actually be considered necessary to perform the contract. Indeed, Art. 8 of the Charter states that the
processing of personal data is lawful only to the extent that it is based on consent or another basis
established by law. Embracing a very formalistic approach, one could say that the legislator has
decided that it is up to the drafters of the contract to decide what is lawful. However, data protection
authorities consider that this approach is not fully in line with the spirit of the Charter. In general, an
examination of the essence of the contract allows a more concrete evaluation in each individual case
rather than simply relying on the contract. This means that if something is included in the contract, it
is not automatically lawful, but even if something is not specifically written in the contract, it may be
equally necessary for the performance of a contract.

•

The other lawful bases. Some of the speakers pointed out that a functional approach will recall that
the contract cannot undermine the other legal bases. An example is that many commercial actors, just
to circumvent the need to ask for consent, try to impose contractual terms that they consider necessary
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and the content of these contractual terms is extremely extensive. Indeed, if we were to follow the
formalistic approach described above, there would be no need for the specific, unambiguous and
voluntary consent or the balancing test required by Art. 6.1.f.
•

Online behavioural advertising. It was also discussed the legitimacy of online behavioural
advertising with respect to the "contractual necessity" lawful basis. Speakers pointed out that the
question the data controller must ask is whether these data processing operations can be considered
objectively/logically necessary for a social media platform in order to provide its services. It seems
that so far some data controllers have included provisions on online behavioural advertising in their
privacy policies to make the user expect this to happen. This could lead to the perception that this type
of processing is always legitimate just because the user is aware of it. However, reasonable
expectations cannot change just by providing more information. Indeed, reasonableness tests remain
crucial here.

•

A holistic approach. It was raised the necessity to examine the contract, its performance, and the
evaluation of what is required to achieve that performance, which requires a systematic and
comprehensive approach to all these aspects. In this sense, it is necessary to examine the nature of the
service, its essential elements, the mutual perspectives and the reasonable expectations of the parties.
Furthermore, it was mentioned that the European Data Protection Board (EDPB) has rejected the
interpretation that personal data can be used as a commodity because the protection of personal data
remains a fundamental right.

•

Competition and data protection: the Facebook case before the Bundeskartellamt. When there is
an ecosystem of applications, as in the case of Meta, where the data controller offers several services
at the same time and exchanges data between these services, data protection law interacts with
competition law, because the exchange of data within the company gives the latter more control over
the functioning of the markets. Some speakers pointed out that this interaction can lead to new
perspectives on the choice of contract performance as the applicable legal basis. In Meta's case before
the German competition authority, the latter disagreed with Meta's view that its services such as
Facebook and WhatsApp share a common contractual purpose, because the data generated by the use
of one of Facebook's services can also be useful to provide the user with more relevant services, for
instance by improving his or her news feed. In conclusion, there are separate contracts, for separate
services, that pursue different contractual purposes.

•

Contractual necessity and competition law. The Bundeskartellamt also paid attention to Facebook's
dominant position in the context of contractual necessity. Considering Facebook's power, it is
necessary to interpret contractual necessity very narrowly, looking at the risk-based approach of the
GDPR. In competition law, when a company is dominant, it has a special responsibility. Some
participants mentioned that this concept could be used in the field of data protection in those situations
where data controllers have to assess risky processing. The fact that the controller is a powerful
company could be a factor to be taken into account in the assessment. Two questions can help in the
assessment:
1. Do the conditions imposed by the dominant undertaking go beyond what is absolutely
necessary for the effective protection of its interests?
2. Do those conditions restrict the freedom of users more than is necessary?
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It was pointed out that the difference between competition law and data protection law is that in this
case the requirements are more fixed and cannot change according to the reasonable expectations of
the data subjects. Therefore, the data controller cannot influence consumers by informing them or
referring to business users. This means that in the advertising ecosystem, using the tools of competition
law, it would be more complicated for a company to influence what is reasonable to expect from a data
subject.
•

Personalised content. It was stated that AG Rantos's Opinion in Case C-252/21 considers that
personalised content is not necessary for the performance of the contract to provide a social networking
service. Moreover, AG Rantos seems to make a distinction between services offered within the
ecosystem and services where data is exchanged with data sources outside the ecosystem, where it is
even more critical. However, given the circumstance of the power an ecosystem's proprietary platform
might have by linking data between its services, the former case should not necessarily be treated
lightly. Some speakers argued that the main problem remains: how to put the user in a position to
decide the degree of customisation to be offered. On the one hand, there is the need for greater user
control over one's own data, and on the other hand, there is the idea of interventions limiting the scope
of personalisation by banning certain types of data that we consider particularly problematic, in line
with certain provisions of the DSA. The interplay between data protection and competition law could
only pave the way for a more similar exercise that we could foresee in the future with the entry into
force of the other pieces of EU digital strategy legislation.

•

Performance of a contract and consent: a false sense of power. It was argued that consent is
wrongly considered the best legal basis because it would enable the data subject to make an informed
decision, insofar as he or she knows for what purposes the data are being collected. However, it is an
established principle that when the user is bombarded with too many requests for consent for things
that are too complicated to accept, the ideal autonomy is undermined.

•

Consent and contractual necessity share the same problem. Looking at the broad picture of the
lawfulness of the processing, this sense, giving consent or accepting the terms will eventually face the
same problem: the absence of a real option. In the US, the solution seems to be the sharing of the
wealth gained by platforms through the use of personal data. Under CCPA, companies can provide a
fair incentive for users not to give up the sale of their personal data. But then there is the problem of
how to value personal data. Moreover, the value of personal data to the company may have no
correlation with the value to the individual (the data subject), as the value to consumers is more about
the negative impact of data loss. The intrinsic value of data is highly dependent on the combination of
the data provided with other data. Therefore, any price is ultimately at the expense of the consumer.

•

Ethical principles. A speaker argued that even when relying on the performance of a contract as a
lawful basis, there are fundamental ethical principles in our society that must be taken into account:
▪

consent is only valid when it is a true expression of will;

▪

the individual cannot be used as a means, but always as an end;

▪

the value must be distributed on an equal basis. However, both the advantages and
disadvantages of a new service must be equally shared between users and companies.

When wondering about what kind of customisation is acceptable in commerce, we should consider
these principles.
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•

Perception of ads. Although it can be argued, from a strictly legal point of view, that commodification
of data would not be ideal, there is a perception that the average user would prefer to get a free service
in exchange for personalised ads, even when such advertising is not liked by consumers. Therefore,
perhaps the ideal counterbalance would be to provide the user with more tools to adjust the level of
personalisation of the service. However, it was stated that consent desensitisation or fatigue would
prove a barrier to this, limiting real power unless these tools are designed appropriately. It was also
mentioned that in many cases it is not the customisation of ads that are seen as problematic by users,
but the subsequent manipulation of such customisation that has led to a lack of trust in the platforms.
Trust, accountability, transparency, and data minimisation are all ingredients that could facilitate the
acceptance of a 'fair' exchange between personal data and services. Regarding data minimisation, for
example, recent research has shown that 60 per cent of collected data is unused, which means that this
data protection principle is far from being respected.

•

Should personalised ads be banned? There is still the question of whether the business model based
on personalised ads should be considered legal. Some speakers argued that many products and services
have been banned in the past and a total ban would perhaps stimulate competition towards new
business models that are more respectful of the privacy of data subjects.

Session 3 - "Sensitive data and vulnerable people"
During this session, participants discussed sensitive data and vulnerable people. Special attention was given
to the particular scenarios and challenges that data controllers need to address in these contexts. In this
sense, one of the most relevant aspects is the identification of the most appropriate legal ground for
processing this kind of personal data. It was also that the notion of sensitive data is expanding its scope, and
consequently processing personal data for targeted ads on social media is becoming highly difficult.
Regarding vulnerable people, the discussion focused mostly on children as a category of vulnerable data
subjects, which merit special protection and safeguards when processing their personal data.

•

Unintended consequences of sensitive data processing restriction. One of the points that emerged
from the discussion is that the current regulation to limit the processing of sensitive personal data
protection seems to have backfired in certain circumstances. Accordingly, the restrictions to the
processing of sensitive personal data have made it more difficult to prevent non-discrimination, which
was one of the main objectives of relevant GDPR provisions, as intended by the legislators. Indeed, as
it also seems to be confirmed by predominant academic literature, processing sensitive data appears to
be a necessary step to ensure safeguards against discrimination and bias.

•

Substantial public interest as an approach to sensitive data processing. Some speakers suggested
that one way to address the issue of sensitive data processing restrictions can be found in how these
datasets can be processed and what legal grounds can be invoked to do so. According to one of the
speakers, the substantial public interest represents a possible solution to ease the processing of these
personal data. According to Article 9(2)(g) GDPR, substantial public interest can only be invoked on
the basis of Union or Member State law. During the discussion, it was emphasised how anti11

discrimination legal frameworks might satisfy this requirement. However, the excessive fragmentation
of these norms makes it difficult to use them, especially on a pan-European basis. Then, as an
alternative, it was proposed to look into the current EU draft of the AI Act.
•

The AI Act as a key to sensitive data processing for non-discrimination. According to Art. 10(5)
of the AI Act draft, sensitive personal data can be processed for the purpose of bias monitoring,
detection and correction. This provision might be the normative link that ensures substantial public
interest can be invoked for sensitive personal data processing (at least for those purposes). However,
the participants pointed out how this has some inherent limitations that make it difficult to adopt it.
First, the provision only applies to high-risk AI systems, leaving out many data processing activities.
Second, the provision applies to providers of high-risk AI systems, a category from the AI Act that
might not necessarily overlap with the GDPR categories of data controllers and data processors. Third,
the provision only applies to "bias monitoring, detection and correction", which might not necessarily
include the fight against discrimination. Fourth, bias can also originate from the processing of data that
does not necessarily qualify as sensitive personal data. And fifth, the provision only provides for the
possibility to proceed with such processing, without introducing a legal requirement to do it. Thus,
data controllers that are not fully committed to bias prevention and fighting non-discrimination will
end up not relying on it.

•

The status of children. Another point that was touched on during the discussion is the status of
children in the context of personal data processing, and how this processing could and should be
configured according to the law, paying particular attention to the additional safeguards that should be
put in place. The discussion started by questioning the very same premise that children require
additional safeguards indeed. Experts on children's personal data processing stated during the
discussion that there is no conclusive evidence suggesting that the lower understanding of data
protection risk assumed for children actually exists. However, participants agreed that, in the absence
of conclusive evidence, the correct course of action is to adopt a precautionary approach and assume
that. Before getting into the core of the discussion, the facilitator pointed out that for service providers
to be able to adapt their behaviour to children's rights they first need to identify the data subject as a
child. This already represents a challenge. The group of experts then moved on to analyse what
possible legal grounds can be invoked to process children's personal data, and facilitators suggested
focusing on three of them that are deemed particularly relevant: contract, legitimate interest, and
consent.

•

The issue of using "contractual necessity" for children's personal data processing. Participants
mentioned that the main premise for invoking a contractual necessity as a legal basis for children's
personal data processing is children's legal capacity to enter into a contract. The fragmentation of
national laws in this regard poses right away an additional challenge. However, to simplify the matter
(in accordance with the cautionary principle mentioned above) we can say that for children to get into
a contract, it is necessary to have the consent of parents or of the legal guardian. However, how to
address this parental consent poses yet an additional challenge. Indeed, looking at the European legal
framework, the consent shall be explicit for high-risk contracts, while it can be implied for non-highrisk contracts. Qualifying the risk level of a contract is not easy, but according to the cautionary
principle, the best course of action could be to consider contracts involving personal data processing
as high-risk ones (since the personal data processing is deeply connected with fundamental rights).
Also, this would place the responsibility to demonstrate that a contract is non-high-risk on the side of
the data controller.
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•

Legitimate interest as a basis to process children's personal data. Given that the performance of a
contract as a legal basis requires (most often) parental consent and given the challenges for data
controllers to collect meaningful parental consent, data controllers might consider relying on the
legitimate interest legal basis. Differently from other legal bases, legitimate interest explicitly mentions
children as possible data subjects, implying the need to implement specific safeguards to minimise
risks and respect their rights. In this context, one aspect that should be carefully taken into account is
the right to the best interest of the children. This right originates from the UN Convention on the Rights
of Child and is one of the four main rights of children together with the rights to be heard, to life and
development, and to non-discrimination. The right to the best interest of the child should be seen as
having three related principles. The first one is a substantive principle, meaning not only that data
controllers should take this right into account when performing a balancing test, but also that children's
data processing shall go beyond the mere risk and damage minimisation and should also promote
benefits for them. The second one is an interpretative principle, meaning that when in doubt about a
possible interpretation of provisions data controllers should consider this in the light of the right to the
best interest of the children. The third one is a procedural principle, meaning that the data controller
should pursue the right operationally by implementing measures that are child-friendly and oriented
to the level of understanding of children and that should document and demonstrate to guarantee this
right.

•

Consent for children's personal data processing. According to Art. 8 GDPR, children who have
reached the age of digital consent (16 years; this can decrease up to 13 years if so provided by national
law) can directly express their consent to personal data processing. Participants pointed out how this
is problematic. Indeed, Art. 8 assumes that children who have reached the age of digital consent
understand the implications of their consent. However, Recital 38 GDPR suggests that in most cases
this does not occur, thus configuring an interpretative challenge to the norm. In addition to this, for
children below the age of digital consent, parental consent is required. Although participants pointed
out how the most recent advancement in the field of digital identity and attribute-based identification
might give a solution to this conundrum, as already discussed in regard to contract collecting
meaningful parental consent is still a difficult aspect to be addressed.

•

The wider benefit of the notion of the "best interest of children". Participants discussed how
addressing the rights of children in regard to data processing can introduce systemic and wider benefits
to the whole audience of data subjects, including adults. In particular, the concept of the best interest
of children could become the basis to build a concept of the "best interest of the consumer", which
does not currently exist in the legal framework. In this way, it would be possible to extend some of the
safeguards designed for children to adults and, in particular, vulnerable adults.

Email: info@brusselsprivacyhub.org
Website: https://brusselsprivacyhub.com/
Twitter: https://twitter.com/BPrivacyHub
LinkedIn: https://www.linkedin.com/company/brussels-privacy-hub/
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