BRUSSELS
PRIVACY
HUB

Vrije Universiteit Brussel

Digital Fairness Act:

If and How?

By Liubomir Nikiforov:

* PhD researcher in Law, Vrije Universiteit Brussel, lyubomir.nikiforov@vub.be



mailto:lyubomir.nikiforov@vub.be

Digital Fairness Act: If and How?

Contents

1 INErOQUCTION Lo
2 The Digital Fairness Check REPOIT ... ...uuviiiiiiie e e e e e
3 Potential CritiCiSIM ... it
3.1 Overregulation and Innovation StifliNg.........ccuviiiiiiiiiiiii e
3.2 Overlap and Complexity in Relation to Other Regulations.......ccccccoeveciiveeieeeeenecnns
3.3 Enforcement and CoNSUMErs’ AWArENESS. ....ccocuueeriieerieeenieeeiiee e et e e
34 Consumer Autonomy and PaternaliSm........cccueviieiieeeiiiiieee e
35 General Applicability and Terminology.....cccooeccuiiiieeiie e

O 600 Y T (6 Y Lo o WA PR

The Brussels Privacy Hub publications are intended to circulate research in progress

for comment and discussion. Available at https://brusselsprivacyhub.com/.

Reproduction and translation for non-commercial purposes are authorised, provided

the source is acknowledged.
DISCLAIMER

The opinions expressed in this paper are those of the author/s.

BRUSSELS PRIVACY HUB ¥ BLOG POST ¥ OCTOBER 2024
1


https://brusselsprivacyhub.com/

Digital Fairness Act: If and How?

Abstract:

This contribution examines the anticipated European Commission proposal for a Digital
Fairness Act (DFA) and evaluates its potential impact on consumer protection in digital
markets. The DFA emerges against the backdrop of earlier regulations like the Digital Services
Act and Digital Markets Act, but it diverges by specifically addressing consumer rights and
protection in digital transactions. This analysis begins by reviewing the 2024 Digital Fairness
Check Report, which assessed the efficacy of existing EU consumer directives, the Report
identifies regulatory gaps, especially concerning modern digital practices such as dark
patterns, personalized advertising, and online profiling, which can subtly undermine
consumer autonomy. The DFA proposal aims to bridge these gaps by instituting clearer rules

and stronger enforcement mechanisms.

However, the paper anticipates significant debates over the DFA’s necessity and scope, given
concerns about overregulation, potential overlap with existing regulations, and the
complexities in enforcement. Additional critiques include the risk of stifling innovation and
the challenge of ensuring consumer autonomy without excessive paternalism. Furthermore,
the concept of "digital fairness" remains conceptually vague, complicating uniform
application across diverse digital markets. The paper concludes that while the DFA could
enhance consumer rights in an evolving digital landscape, its success will depend on precise
drafting to avoid regulatory redundancies and to balance consumer protection with market

innovation.

1 Introduction

If you have not heard about the DFA, in the next couple of months you are going to read a lot
about it. While digital businesses still accommodate to the new Regulations in the digital
sector, the European Commission (EC) keeps producing new legislation, which has the

potential to turn upside down the industry. Several publications® indicate that in the

11n a mission letter to the designated Commissioner for Justice, the President of the Commission explicitly refer
to a Digital Fairness Act. ‘Mission Letter Ursula von Der Leyen’
<https://commission.europa.eu/document/download/907fd6b6-0474-47d7-99da-

47007ca30d02_en?filename=Mission%20letter%20-%20McGRATH.pdf>.  Christelle  Coslin and Hicham
Kaddoum, ‘The Digital Fairness Act: The next Big Thing for Online Consumer Protection in the EU?’ (9 October
2024) <https://www.engage.hoganlovells.com/knowledgeservices/news/the-digital-fairness-act-the-next-big-
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upcoming months a new Digital Fairness Act (DFA) is going to be proposed following the
Digital Services Act, the Digital Markets Act and the Artificial Intelligence Act, already adopted.
While the previous set of Regulations focused on online platforms and the ensuing risks for
users, the DFA would focus on users as parties in an online transactions as consumers. On 3
October 2024 the EC made public the report on Digital Fairness Check Report, which reviewed
three core directives in the domain of consumer protection. Although the results could be
read positively, the conclusion of its authors points out at the need of a new regulatory tool
to tackle the challenges outlined. In the following lines, the Digital Fairness Report is reviewed
and the most relevant points are highlighted in order to further identify some uncertainties

and potential critiques around the DFA.
2 The Digital Fairness Check Report

The Digital Fairness Check Report (hereinafter the Report) was commissioned in response to
the rapid and continuously evolving digital markets landscape. This transformation has not
only commercial and technological dimension but also led to a shift in consumer behaviour.
As digital transactions have grown, so have concerns about unfair practices and the
exploitation of consumers online. In this context, the Report evaluates the effectiveness of
existing EU consumer protection laws. Its primary aim is to assess whether the current legal
framework, composed of three core directives, continues to protect consumers in a digital

environment that has undergone significant transformation since their enactment.

The Unfair Commercial Practices Directive 2005/29/EC (UCPD) aims to prevent unfair
commercial practices such as misleading advertising, and provides a general clause
prohibiting business practices that distort consumer decision-making. The Consumer Rights
Directive 2011/83/EU (CRD) focuses on ensuring that consumers receive proper pre-
contractual information and are granted a 14-day withdrawal right for online purchases.
Finally, the Unfair Contract Terms Directive 93/13/EEC (UCTD) safeguards consumers against

unfair contract terms that create a significant imbalance in rights and obligations.

thing-for-online-consumer-protection-in-the-eu>. ‘COMMISSION STAFF WORKING DOCUMENT FITNESS CHECK
of EU Consumer Law on Digital Fairness (SWD(2024) 230 Final)’ <https://commission.europa.eu/law/law-
topic/consumer-protection-law/review-eu-consumer-law_en>.
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The Digital Fairness Report reveals that these directives, while still relevant, were designed
before the full-scale rise of digital markets. Although they have been applied in the digital
environment, they lack the specificity needed to address some of the emerging issues that
digitalization has brought. For example, while the UCPD provides a general framework, it has
left gaps regarding new practices such as dark patterns and personalized advertising, which
manipulate consumers in more subtle and complex ways than traditional offline methods.
The Report identifies several other persisting issues which limit the initial purpose and
effectiveness of the consumer protection designed in the beginning of the century. For
example, in terms of legal certainty, the UCPD’s and the UCTD’s broad and largely principle-
based approach, the Report identifies a potential lack of legal clarity. Another issue is related
to the insufficient enforcement of consumer protection measures by national authorities as
well as a lack of citizens’ awareness of their rights. Those issues would be at the centre of any

potential legislative measure.

Despite the three Directives are deemed fit for the present date challenges an additional
regulatory framework is needed in order to tackle with unethical commercial practices and
techniques such as dark patterns, marketing by influencers, addictive designs, online profiling.
Thus, the Digital Fairness Report lays down the tracks on which the new Digital Fairness Act
proposal would be railed, addressing gaps that have emerged throughout the last decades

evolution of digital markets.

For those who follow closely the topic, the idea is not new. A Fitness Check conducted in 2017
identified the need for an updated regulatory evaluation.? The European Commission's “New
Consumer Agenda” (2020) emphasized the need for a review and potentially a new legislation
that could address the specific challenges of the digital environment.? The Report from 2024
on the fitness of the consumer legislation builds on those studies and (re-) states the
challenges. For those, following the digital landscape and the European legislation at least
from 2016, the highlighted are not new but rather reinstated in the Report. For example, the
case of misleading marketing by an influencer is problematic but advertising in social media

is deemed a positive externality. The same goes for personalisation and targeted advertising,

’

2 Civic Consulting, ‘Study for the Fitness Check of EU Consumer and Marketing Law
<https://ec.europa.eu/newsroom/just/items/59332/en>.

3 ‘New Consumer Agenda - Strengthening Consumer Resilience for Sustainable Recovery’
<https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2069>.
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which is generally a good tool for content optimisation, however, personal data abuse is a

persistent challenge.*

All taken together, the DFA will address manipulative digital design such as dark patterns,
addictive design, personalized pricing and advertising, online profiling, and influencer

marketing by harmonizing clearer rules and stronger enforcement mechanisms.>
3 Potential Criticism

Without the text of the new DFA Regulation it could all be speculations. However, the EC
intentions have already met some doubts as early as the announcement of the assessment
by the EC® as the newly enacted pack of Regulations has not settled fully yet. Rather industry
stakeholders pledge for an enhanced focus on enforcement of the current norms and fight
against third-countries non-compliant practices.” On the other hand, consumers’ study
confirm the public expectation of a reform in consumer legislation.® Certainly, technological
advances and diversity of business models bring new challenges for consumers and in
particular, citizens’ data in online transactions. However, the need for additional regulatory
tool is and would be highly debated in Brussels. Some of the doubts that would emerge if the

project for DFA is finalised into a proposed would likely include the following issues:
3.1 Overregulation and Innovation Stifling

A Digital Fairness Act may potentially harmonize an existing gap in member states legislation
and uniformise the Union’s approach. In consequence, it may reduce uncertainty and

hypothetically boost a cross-border commercial enterprises and transactions. Yet, a DFA risks

4 ‘COMMISSION STAFF WORKING DOCUMENT FITNESS CHECK of EU Consumer Law on Digital Fairness
(SWD(2024) 230 Final)’ (n 1).

5 ‘COMMISSION STAFF WORKING DOCUMENT FITNESS CHECK of EU Consumer Law on Digital Fairness
(SWD(2024) 230 Final)’ (n 1); ‘Mission Letter Ursula von Der Leyen’ (n 1);

6 ‘Digital Fairness — Fitness Check on EU Consumer Law. Feedback’ (17 May 2022)
<https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-
check-on-EU-consumer-law_en>.

7 EuroCommerce, ‘Digital Fairness: Retailers Call for Better Enforcement to Protect Consumer’ (7 October 2024)
<https://www.eurocommerce.eu/2024/10/digital-fairness-retailers-call-for-better-enforcement-to-protect-
consumer/>; Coslin and Kaddoum (n 1).

8 Marie Jull Sorensen, Peter Rott and Karin Sein, ‘European Commission’s Public Consultation on Digital Fairness
— Fitness Check on EU Consumer Law. Response of the European Law Institute’ (European Law Institute 2023)
<https://www.europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/Response_of the_ELI_to_t
he_European_Commission_s_Public_Consultation_on_Digital_Fairness_.pdf>.
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to add up to a set of hard norms regulating the developing and very competitive digital
industry. This may lead to negative externalities in European competition and market such as
an additional regulatory pressure and enhanced lobbying from larger companies, while
stifling with compulsory, complicated and diverse measures small and medium enterprises in

the EU.
3.2 Overlap and Complexity in Relation to Other Regulations

One of the risks before the DFA is related to the potential for overlap with the existing
regulatory framework. For example, the Digital Services Act prohibits already dark patterns
(Art. 25) and introduces specific transparency requirements. The yet to be seen EC project
should be wisely drafted in order to give account to the existing rules in order to add up new
one’s. This may be turn out to be an additional difficulty given that many of the newly enacted
norms such as the Artificial Intelligence Act, Digital Services Act, Digital Markets Act or Data
Governance Act’s impact has not reached their full potential nor the enforcement potential
expected has been met nor any jurisprudence on which to build conclusion has been
established. All of this risks to add up another level of complexity before enforcing national

authorities casting a doubt on their abilities to protect consumers.
3.3 Enforcement and Consumers’ Awareness

In that vein, it has been highlighted that enforcement and consumers’ knowledge of their
rights should be improved. It is not clear how the subject matter dealt in the DFA would
contribute to the underperforming national authorities in tackling consumers’ cases. The
approaches adopted in different member states to consumer protection and the enforcement
of national or EU rules is disparate, despite the efforts for common solutions. Even with a
harmonization tool such as a regulation the financial and political reality in member states

would dictate the enforcement and protection of consumers’ rights citizens receive.
3.4 Consumer Autonomy and Paternalism

Another potential critique could come from those who believe that the Digital Fairness Act
may be overly paternalistic, restricting consumer autonomy by assuming that consumers are

not capable of making informed decisions in digital environments. Some might argue that
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consumers should be responsible for their own decisions and that businesses should be
allowed to use competitive practices, such as personalized offers, that reflect consumer
preferences. While the Act seeks to protect vulnerable consumers from manipulation, it could
also be seen as limiting the freedom of businesses to innovate in how they engage with

consumers.
3.5 General Applicability and Terminology

From one side, the Report admits that some stakeholders requested a greater clarity on the
concept of “digital fairness”. This is another potentially contentious issue as the Regulation
may risk including too broad or vague terms, leading to unclear key concepts. From the other
side, the digital market is highly diverse, ranging from large tech platforms to small, niche e-
commerce businesses. Applying the same rules to all sectors might fail to account for the
specificities of different industries, leading to either over-regulation or insufficient

protections.
4 Conclusion

Tackling the above mentioned challenges is a complicated and interdisciplinary task. An
initiative such as the Digital Fairness Act could contribute to the better protection of
consumers not only when it comes to their rights as such but also in relation to their data

protection as a fundamental right.

Nevertheless, concerns about the appropriateness of a DFA remain. The impression persists
that EU legislative measures largely aim at regulating third countries’ big tech players’
operations in Europe. While, due to the specific economic structure of the Union and the
competition rules governing the internal market, the EU does not have a competitor to the
tech giants it is regulating. It is a largely known phenomenon (in order not to say a
consequence) that EU companies either prefer to stay small or emigrate to the US in search
for a more flexible business environment. The DFA does not seem to contribute to solving this

problem.
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