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Transparency in Targeting of Political Advertising: Challenges Remain

Abstract:

The EU Regulation 2024/900 on the Transparency and Targeting of Political Advertising (TTPA)
aims to curb disinformation, limit undue elections interference and ensure accountability in
political advertising by enhancing transparency and mitigating risks associated therewith.
While the Regulation outlines complementary to the Digital Services Act (DSA) measures,
including sponsor declarations, targeting restrictions, and institutional oversight, critical
challenges remain, the TTPA's connection to the DSA exposes weaknesses in moderating
content effectively, particularly through human and automated methods. This contribution
identifies the gaps in sponsor compliance with the requirement to declare political ads, the
pitfalls of content moderation human resources and technologies, feeding on previous

contributions.
1 Introduction

Earlier this year | have written on the Digital Services Act where | have pointed out at the
record number of elections worldwide, making 2024 a high-risk year for local and
international politics.! From the perspective of time those forecasts turned out to be justified.
Despite this massive exercise of democracy, no major developments in content moderation
and management could be pointed out. The social media providers, the users and the
applicable regulations practically have not experienced any change or provided a tangible
solution to the challenges discussed in my previous piece. | have pointed out three challenges
that the Digital Services Act does not solve. Those are the human factor, the automated
means used and the liability of content moderation. The recently adopted Regulation
2024/900 aims to complement the DSA when it comes to mitigating certain risks ensuing from
the massive use of social media and platforms. Nevertheless, it falls short in reducing the
impact of human and automated bias in the reviewing of content. This pitfall has the potential
to jeopardise the effectiveness of the new Regulation on political advertising, making it

virtually a mere paper. In the next lines, the Regulation on political advertising is summarized

1 Nikiforov, L. (2024). The Digital Services Act, content moderation and elections. January 2024.
https://ssrn.com/abstract=4746498 and https://brusselsprivacyhub.com/wp-content/uploads/2024/01/The-
Digital-Services-Act-content-moderation-and-elections-January-2024-Liubomir-Nikiforov.pdf
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in order to continue in a new Section with the persisting challenges and the potential of the

DSA to alleviate them.

2 The Regulation on the transparency and targeting of political

advertising

The EU Regulation 2024/900 concerning the transparency and targeting of political
advertising, initially intended for adoption in 2023, was finalized on 20 March 20242. The
objective of the Regulation (hereinafter, TTPA) is to establish a common regulatory
framework to ensure the transparency of online and offline paid political advertising as well
as to outline the obligations of the involved parties (Art. 1). The Regulation applies to
providers of political advertising services, and sponsors thereof, i.e. the legal or natural
persons on whose behalf the advert is prepared, placed, published or disseminated. Notably,
the Regulation applies irrespective of the location of the provider or sponsor, and it covers
advertising activities conducted both online and offline (Art. 2 (1))3. Exemptions include
communications by public authorities related to voting procedures and personal expressions

by private individuals (Art. 1, 2 and 3 (2)).

Art. 8 provides a list of features to be taken into account in order to identify a political
advertisement. Those should include the content, the sponsor, the language used, the
context, the means to convey it, the target audience and the objective. Pursuant to the same
provision the Commission should provide a guidance on the correct identification of political

content within those features.

Article 7 requires sponsors to declare the political nature of their advertisements, while
Article 11 mandates the use of visible labels indicating political content, together with a
transparency notice (See, Art. 12). Furthermore, the Regulation establishes a European
repository for online political advertisements (Art. 13), in relation to which providers of

political advertising services should set up a record-keeping system of the ads they

2 Regulation (EU) 2024/900 of the European Parliament and of the Council of 13 March 2024 on the Transparency
and Targeting of Political Advertising (2024). https://eur-lex.europa.eu/eli/reg/2024/900/0j

3 Art. 2 (1): This Regulation applies to political advertising where the political advertisement is disseminated in
the Union, is brought into the public domain in one or several Member States or is directed to Union citizens,
irrespective of the place of establishment of the provider of political advertising services or of the place of
residence or establishment of the sponsor, and irrespective of the means used.
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disseminate (Art. 9). In addition, a periodic reporting mechanism (Art. 14) as well as a
signalling system, available to legal or natural persons, of potentially infringing content (Art.
15-17) is established in order to ensure public scrutiny, publishers’ accountability, illegal

content’s signalling as well as its investigation.

Regarding political ad targeting, Article 18 permits the use of targeting and delivery
techniques only when data is collected directly from individuals who have given explicit,
purpose-specific consent. These measures prohibit the use of sensitive data categories or
profiling. Controllers* are also tasked with additional transparency obligations, such as
disclosing the logic and parameters behind the targeting techniques, including the use of Al
systems (Article 19). Furthermore, controllers must publish their internal policies on targeting

and ad delivery for a period of seven years.

Regulation also delineates institutional responsibilities (Articles 21-29) and introduces
sanctions for non-compliance, with particular severity during the month preceding an election

(Article 25).

3 Concernsin TTPA and DSA. All the same.

Concerns related to the sponsor’s declaration and the moderation of non-compliant content

remain major pitfalls in the TTPA as it relies on the remedies in the DSA.

3.1 Declaration of political content

The compliance with Arts. 7 and 8 has been problematic in the draft and it translated in the
adopted final version. The requirement for the sponsor, i.e., the political actor, to declare that
the ad he requests to place is of political nature is more in line with a code of conduct or soft
law approach than such of a hard law. The wording of the provision leaves large margins for
appreciation for the advertisement’s sponsor, who may easily avoid the obligations under this
Regulation by not indicating the political nature of the ad. This is the major pitfall of the TTPA

as it poses a risk to convert the whole Regulation into a mere paper than anything else.

A potential remedy to that could be the future guidelines on the identification of political

advertisement, elaborated by the Commission, pursuant to Art. 8 because they could

4 Art. 3 (14), Regulation (2024/900) refers to the definitions of controller as in Regulation (EU) 2016/679 (GDPR)
and, where applicable, Regulation (EU) 2018/1725
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illuminate on the features which an undeclared ad might be identified. In any case, there are
no doubts that drawing a clear line would be challenging and not without controversy and

difficulty in actual enforcement and compliance.

3.2 Political content moderation

The lawmaker made clear in Recital 54 that the provisions in the Regulation are not meant to
impose a general monitoring system. Thus, the way undeclared ads would be identified, relies
on the best practices and compliance of the service provider. The Digital Services Act (EU
Regulation 2022/2065) provides a similar provision (Art. 8). However, when it comes to VLOPs
(Very large online platforms), the DSA mandates that those companies must identify any
systemic risk including any actual or eventual negative effects on democracy (Art. 34).° In that
sense, the Digital Services Act supplements the TTPA. Thus, doubts remain on the
effectiveness of that mechanism to curb the spread of infringing content, given that content

filtering is generally automated.

The TTPA and the DSA rely on a signalling mechanism where platforms should enable a
function through which users could report infringing content. This means that the TTPA does
not contribute to the solution of the challenge of content moderation concerning the human

reviewers and Al tools.

First, there are significant differences in the number of personnel engaged in content
moderation through major social platforms® and their working conditions, and therefore in
the human resources those platforms invest in tackling with infringing content. This
aggravates a practical issue platforms already face, related to the specific interpretation of
content that must be reported, either under Art. 16(2)(a) DSA or Art. 15 TTPA, when it comes
to specific social and political contexts, where the assessment of a human reviewer would be
essential. This is not only a challenge from an analytical or operational perspective but also

because of the inherent personal biases, believes or convictions of the reviewer.

5 More on the DSA, see: Nikiforov, L. (2024). The Digital Services Act, content moderation and elections. January
2024. https://ssrn.com/abstract=4746498 and https://brusselsprivacyhub.com/wp-
content/uploads/2024/01/The-Digital-Services-Act-content-moderation-and-elections-January-2024-Liubomir-
Nikiforov.pdf

6 ‘Bias in Algorithms - Artificial Intelligence and Discrimination’ (FRA — European Union Agency for Fundamental
Rights 2022) doi: 10.2811/25847 <https://fra.europa.eu/sites/default/files/fra_uploads/fra-2022-bias-in-
algorithms_en.pdf>.
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Second, the use of automated tools may turn out to be counterproductive, especially in the
context of elections. So far, it is unclear how platforms use Al to tackle with infringing content
and to what extend it is used.” More importantly, Al tools are not a perfect content reviewers,
and reportedly less likely to spot infringing ads when it comes to less spoken languages and
context rich content. This is so because, in order to be effective, they require a huge amount

of input which is not readily available for other than the most used languages on the Internet.
4 Conclusion

The Regulation on the Transparency and Targeting of Political Advertising reflects a significant
legislative step toward mitigating risks in political advertising. The Regulation aims to mitigate
risks associated with disinformation and protect democratic discourse through a set of
requirements for political actors and publishers. Nevertheless, the Regulation's
implementation faces persistent challenges, particularly in its reliance on the Digital Services

Act for content moderation.

Sponsor declarations remain problematic due to their reliance on self-reporting. Future
Commission guidelines may offer clarity, but enforcement remains disputable. Furthermore,
while the Regulation prohibits the use of sensitive data, its provisions lack clarity on how

undeclared political content will be identified, monitored, and eliminated.

The reliance on automated content moderation tools and human reviewers introduces
additional challenges. Automated tools struggle with nuanced and context-dependent
content, particularly in less common languages, while human reviewers face inherent biases
and capacity limitations. This gap is particularly concerning in the periods close to the days of
the elections, where the volume of political content surges, increasing the risk of

misinformation and manipulation.

To overcome these challenges, the TTPA and the DSA require enhanced enforcement
mechanisms, sophisticated guidelines for identifying political advertisements, while

publishers need to invest in human resources and Al tools, capable of nuanced moderation.

7 Bias in algorithms—Artificial intelligence and discrimination (doi: 10.2811/25847; pp. 1-106). (2022). FRA —
European Union Agency for Fundamental Rights. https:/fra.europa.eu/sites/default/files/fra_uploads/fra-2022-
bias-in-algorithms_en.pdf
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